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OITPEJAEJIEHUA

B HacTosimieM JOKyMEHTE HCHOJIB3YIOTCS CIEAYIOIMINE TEPMUHBI M UX
OnpeIeNICHUSI.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOSIIas M3 MepcoHana u
KOMIIJIEKCA CPEJICTB aBTOMATHU3allMKM €ro JeATEeNbHOCTH, pealusyromas uHdopma-
[MOHHYIO TEXHOJIOTUIO BBITIOJIHEHUSI YCTAHOBJICHHBIX ()YHKITUH.

AyTeHTH(UKALNSA OTHPABUTEISI JAHHBIX — IMOJTBEPKIECHUE TOTO, YTO OT-
MPaBUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be3onacHOCTh MEPCOHAJBHBIX JAHHBIX — COCTOSHHE 3allUIIEHHOCTH
MEePCOHAIBHBIX JIAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKUX  CPEACTB U  HMHPOPMAIMOHHBIX  TEXHOJOTMH  00ecrneuuThb
KOH(PUAEHIUATBLHOCTh, LEIOCTHOCTh U JOCTYIMHOCTh NMEPCOHANBHBIX JIaHHBIX MpU
X 00paboTke B MHOOPMAIIMOHHBIX CUCTEMaX MEPCOHATbHBIX JaHHBIX.

buomerpuyeckue mnepcoHaIbHbIe JaHHbIe — CBEICHUS, KOTOPHIC
XapaKTepu3yrT (GU3HOTIOTUIECKAEe OCOOCHHOCTH YEIOBEKAa M HA OCHOBE KOTOPBIX
MOXHO YCTAaHOBHUTH €ro JUYHOCTh, BKJIOUasi ororpaduu, OTIEUATKH MAJIbIIEB,
o0pa3 ceTyaTKM IJ1a3a, OCOOEHHOCTHM CTPOEHHUS Tejda M APYryr MOJ00HYIO
uHpopMaluio.

bBiokupoBaHne mNepCOHAIBHBIX JAHHBIX — BPEMEHHOE IPEKpAIlCHHE
00pabOTKH MEpPCOHANBHBIX JAHHBIX (32 MCKIIOUEHHEM CIydaeB, eciu o0paboTka
HEo0XoauMa Il YTOUHEHUS IEPCOHATbHBIX IAHHBIX).

Bupyc (KOMIbHOTEpPHBINA, IPOrPAMMHBII) — UCIOJHIEMBIA TPOTPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBbI HAOOp MHCTPYKIHM, 0OJadaromuii CBOMCTBAMHU He-
CaHKIIMOHUPOBAHHOTO PACIpOCTpPaHEHUsI W camoBocnpousBeAeHus. Co3laHHbIE
nyOIMKaThl KOMIIBIOTEPHOTO BHpYyca HE BCErJa COBMAIAIOT C OPUTHHAJIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JalIbHEHIIIEMY pAaclIpOCTPAHEHUIO U CaMOBOCIIPOMU3BE/IC-
HUIO.

Bpenonocnasi nporpamma — nporpamMmma, rpeiHa3HaueHHas 1151 OCYIIECTB-
JICHUS] HECAaHKIIMOHUPOBAHHOT'O JOCTyINa W (WJIM) BO3JACUCTBUA HAa MEPCOHAIBHBIE

JTaHHBIC WM pecypchl HHPOPMAIIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.



BcnomorartesibHble TeXHUYECKHE CPeICTBA M CHUCTEMbI — TEXHUYECKHUE
CPEACTBAa U CUCTEMBI, HE MpeHa3HAYCHHbIE JJI Nepenaun, oOpadOTKUA U XpaHEHUs
MEePCOHAIBHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEACT-
BaMHU U CUCTEMaMH, MpeAHA3HAYCHHBIMU J1Ji1 00paOOTKU MEPCOHAIBHBIX TaHHBIX
WIA B TOMEIIEHUSX, B KOTOPhIX YCTaHOBIICHbI MH(OPMAIMOHHBIE CHCTEMBI MEPCO-
HaJbHBIX JIAHHBIX.

JocTyn B oOmnepalUoOHHYI0 Ccpely KoMmnbloTepa (UH(oOpManHOHHOI
CHCTeMbl NEPCOHAJBHBIX JAHHBIX) — TOJYYCHHE BO3MOXKHOCTH 3allyCKa Ha
BBIMIOJIHEHUE INTAaTHBIX KOMaHJ, (DYHKUIMH, MpPOLEAYp OINEPAIIOHHON CHUCTEMBI
(YHUYTOXXEHMS, KOMMPOBAHWS, TEPEMEICHUS U T.IL.), HCIOMHSIEMbIX (DaiioB
MIPUKJIQJHBIX TPOTPAMM.

JocTtyn k mHpoOpMamuM — BO3MOXXHOCTh MOMyYeHUs1 MH(OpMAIUUA U €€ HUC-
MOJIb30BAHMUS.

3akJiagouHOe yCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MH(POPMALIUK, CKPHITHO
BHEJIPSIEMbIM  (3aK/Ia[bIBAEMbId WM BHOCHMBIM) B MeECTa BO3MOXHOIO CheMa
uHpopMaru (B TOM YMCIIE B OrpakICHUE, KOHCTPYKIIUIO, 00OPYI0BaHHE, TIPSIMETHI
MHTEPbEPA, TPAHCIOPTHBIE CPEICTBA, a TAK)KE B TEXHUYECKUE CPEICTBA M CHUCTEMBbI
00paboTku HHPpOpPMAIIUN).

3amumaemass uHgopmanus — uHbGOPMAIWS, SBISIONIASACS TPEIMETOM COO-
CTBEHHOCTH W TIOZJIe)KAIlasi 3alllUTe B COOTBETCTBUHM C TPEOOBAHMSMH IIPABOBBIX
JIOKYMEHTOB WJTH TPEOOBAHMSIMH, YCTAaHABIMBAEMBIMI COOCTBEHHIKOM MH(MOPMAITIH.

Nnentnduxkanus — npucBoeHWE CyObEeKTaM W OOBEKTaM JOCTYNA HJICHTH-
¢ukatopa W (WIM) CpaBHEHHE TMPETBIBISEMOr0 HIACHTH(UKATOpAa C TIEPEUYHEM
MIPUCBOCHHBIX UACHTH(PUKATOPOB.

NudopMaTUBHBIA CUTHAJ — 3JICKTPUYECKHUE CUTHAJIBI, aKyCTHUECKHE, DJICK-
TPOMarHUTHbIC U Jpyrue (U3UYECKUe TOJs, MO TapaMeTpaM KOTOPBIX MOXKET OBITh
packpbiTa KOH(MUACHIMAIBHAS HHpopMaIs (TIepCOHATTbHBIC JaHHBIE) 0OpabaThiBacMast

B MH(GOPMAITMOHHOKW CHCTEME ITePCOHAITLHBIX JTAHHBIX.



NudopmannonHble TEXHOJOTHH — TPOIIECCHI, METO/bI MOKUCKA, cOOpa, Xpa-
HEHMs, OOpabOTKH, TPEIOCTABICHUs, PACHpOCTpaHeHHsT HH(POPMAIMM U CHOCOOBI
OCYIIECTBIICHUS] TAKUX MPOILECCOB U METOJIOB.

Nupopmanuonnass cucremMa mnepcoHaJbHbIX AaHHbIX (MCILAH) -
COBOKYITHOCTb COJIepXalIuXcsi B 0a3aX MaHHBIX TMEPCOHANbHBIX JaHHBIX U
o0ecrnieunBalOMMUX UX 00padOTKY MHPOPMAIMOHHBIX TEXHOJOTHM U TEXHUYECKUX
CPEICTB.

Hcnosib30BaHNe MNEPCOHAJBHBIX [JAHHBIX — JCHCTBUS (Omepanuu) cC
MEPCOHATBHBIMU JTaHHBIMH, COBEpIIAEMbIE OMNEPATOPOM B LENAX MPUHITUSA
pELICHUN WA COBEPUICHHS HWHBIX JECUCTBUN, NOPOKIAIINX HOPUAAYECKUE
MOCJEACTBUSA B OTHOLIEHUH CYObEKTa NMEPCOHAIBHBIX MAHHBIX WIH JPYTUX JIUIL
700 WHBIM 00pa30M 3aTparuBalONIMX MpaBa U CBOOOBI CyOBEKTa MEPCOHATBHBIX
JAHHBIX WIW JIPYTUX JULL.

HcTounuk yrpo3bl 6e3onacHocTH UH(popManuu — cyObeKT JOCTyIa, MaTe-
PHUATBHBINA O0BEKT WK (PU3UYECKOE SIBIICHUE, SIBIISFOIINECS TMPHYMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH UHGOPMAITIH.

KounTposupyemasi 30Ha — pOCTPAHCTBO (TEPPUTOPHS], 3aHUE, YaCTh 3IAHUS,
MOMEIICHUE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMpPYEMOE MpeObIBaHHUE MOCTOPOHHUX
JIMLI, @ TAKXKE TPAHCHIOPTHBIX, TEXHUYECKUX M MHBIX MaTEPUATIbHBIX CPEJICTB.

KonduneHunajJibHOCTh NEPCOHAJBHBIX JaHHBIX — O00s3aTeNbHOE IS
COOJTFOZICHHST OTNIEPATOPOM MJIA MHBIM TTOMYYHBIIAM JIOCTYI K TIEPCOHATBHBIM JIAHHBIM
JUIIOM TpeOOBaHWE HE JOMYCKaThb WX pacHpocTpaHeHHe Oe3 cormacus CyObeKTa
NEPCOHAIBHBIX JAHHBIX WM HAJTMYKS MTHOTO 3aKOHHOTO OCHOBAHHUSL.

Me:kceTeBOM IKpaH — JIOKATBHOE (OJHOKOMITOHEHTHOE) WM (DYHKIIMOHAITBHO-
pacripeieiecHHOe TIPOrpaMMHOE  (TPOrpaMMHO-AMIApPaTHOE) CPEACTBO  (KOMIUIEKC),
peam3yroiee KOHTPOIIb 3a HH(opMaIpeH, ocTynarolieil B MHGOPMAIIMOHHYIO CHCTEMY
MIEPCOHATBHBIX JAHHBIX U (M) BBIXOAAIICH 13 MH()OPMAIIMOHHOM CUCTEMBI.

Hapymuresnb 6e30nacHOCTH NMEPCOHANBbHBIX JaAHHBIX — (PU3MUECKOE JIHIIO,

CJIy4aliHO WM IPEIHAMEPEHHO COBEPILAIOLIEE AECHUCTBHUS, CIEICTBUEM KOTOPBIX SIBIIIETCS



HapyIlieHue O€30MaCHOCTU TMEPCOHAIBHBIX JAHHBIX MPU MX 00pabOTKE TEXHUYECKUMU

CpCacCTBaMU B I/IH(i)OpMaI_II/IOHHBIX CUCTCMaAX IICPCOHATIbHBIX JdHHBIX.

HeaBromMaTusnpoBanHasi 00padoTKa MNEPCOHAJBHBIX IAHHBIX
00paboTKa MepCOHANBHBIX TAHHBIX, COAEPKAMMXCA B UHHOPMAIIMOHHOW CHCTEME
MEePCOHAIBHBIX JAHHBIX JMOO W3BICUEHHBIX M3 TaKOW CHUCTEMbI, CUHTAETCS
OCYIIECTBICHHOMN 0e3 UCIIOIb30BaHUs CPEACTB aBTOMAaTHU3alUU
(HEeaBTOMAaTU3UPOBAHHOM), €CIIU TaKue JEUCTBUS C MEPCOHATBHBIMU IAHHBIMU, KaK
UCIIOJb30BaHUE, YTOYHEHHUE, PACHPOCTPAHEHHUE, YHUUYTOXKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOILICHHHM KaXXJOTO U3 CYOBEKTOB MEPCOHAIbHBIX JIaHHBIX,
OCYLIECTBIISIIOTCS] IPU HETIOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexknapupoBaHHble BO3MOKHOCTHM — (DYHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYHMCIUTEILHOM TEXHUKH, HE OMNHMCAaHHbIE WIM HE COOTBETCTBYIOIIUE
OIMCAHHBIM B JTIOKYMEHTAI[UH, MPU WCIOJIB30BaHUH KOTOPHIX BO3MOYKHO HapyllIEHHE
KOH(GUICHIMAIBHOCTHA, JIOCTYITHOCTH WM IIEJIOCTHOCTH 0OpabdaThiBa€MOMl  HH-
dbopmanuu.

HecaHKIIMOHUPOBAHHBIN J0CTYN (HECAHKIIMOHUPOBAHHbIC JEHCTBUSA) —
JOCTYIl K MH(POPMALMU WM JEUCTBUS ¢ MH(pOpMaIMel, Hapyllarolye npaBuia pas-
IpPaHUYEHUS] JOCTyNa C WCHOJIBb30BAHUEM ILUTATHBIX CPENCTB, MPEIOCTABISEMBIX
WH(OPMAITMOHHBIMUA CUCTEMaMHU TIEPCOHAIBHBIX TAHHBIX.

Hocurenb undopmanuu — Gpusnydeckoe JUIO0 WM MaTePUATLHBINA OOBEKT, B
TOM 4mcie (prusmueckoe mose, B KOTOpoM HHGOpMAIMs HAXOHUT CBOE OTPKEHUE B BHIC
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX PEHICHUI U TPOIECCOB, KOINYECTBEHHBIX
XapaKTePUCTUK (PUBNUECKUX BETUIHH.

O0e3MunBaHUe NEPCOHANBHBIX [IAHHBIX — JCHCTBHS, B pe3yJjbTare
KOTOPBIX CTAaHOBUTCSI HEBO3MOYKHBIM 0€3 HCMOJb30BaHUSA JIOMOJIHUTEIBHON
uH(OPMAIH ONIPEACIUTD MPUHAJICKHOCTh IEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHATBHBIX JaHHBIX.

O0padoTka MepcOHANBHBIX JaHHBIX — JII00O0E JIeicTBUE (omeparnus) Win
COBOKYITHOCTb JCHCTBUM (omiepaliuii), COBEpIIaeMbIX C HCIIOIb30BaHUEM CPEICTB

aBToOMaTu3anouu HWJIn 0e3 MCIOJb30BAHUS TaKHUX CpCACTB C IICPCOHAJIbHBIMU



JAHHBIMHU, BKJIOYas cOOp, 3aluCh, CUCTEMaTH3alMIO, HAKOIUICHUE, XpaHEHUe,
yTouHeHue (OOHOBJIEHUE, W3MEHEHHE), W3BJICUCHHE, HCIOJIb30BaHUE, Nepeaady
(pacpocTpaHeHue, MpeaOCTaBIEHUE, AOCTYI), OOe3nIMYuBaHue, OJOKUPOBAHUE,
yAaJIeHUE, YHUUYTOXKEHUE MEPCOHANIbHBIX JAHHBIX.

OO0menocTynHble MNEepPCOHAJNbHbIE JaHHbIE — TEPCOHAIbHBIC JIaHHbIE,
JIOCTYN HEOTPAaHMYEHHOTO Kpyra JIMIl K KOTOPbIM MPEJOCTABJIEH C COTJacus
CyObeKTa TMEepCOHANbHBIX JAaHHBIX WJIM Ha KOTOpPble B COOTBETCTBUU C
denepadbHBIMU  3aKOHAMHU HE paclpocTpaHseTrcs TpeOOoBaHHE COOIIOCHUS
KOH(PUIEHIIUATBHOCTH.

Oneparop (NMEepPCOHAJBHBIX JAHHBIX) — TOCYIAapCTBEHHBIM OpraH,
MYHULIUNAIBHBIA OpraH, IOpUIAYEcKoe WM (PU3UYECKOE JIUIIO, CAMOCTOATEIBHO
WM COBMECTHO C JIPYTUMH JHUIAMHU OpPraHU3yroUue U (WIM) OCYHIECTBISIONINE
00paboTKy MEepPCOHAIBHBIX JaHHBIX, a TAKXKE OMPEAEISIOmNe IMenu 00padoTKh
MEePCOHAIBHBIX TaHHBIX, COCTAB NMEPCOHANBHBIX JaHHBIX, MOJJIEKAIIMX 00paboTKe,
nencTBUs (Onepalnu), COBEpIlIaeMble C IEPCOHATIBHBIMU JIAHHBIMH.

Texuuueckue cpeacrsa HMH(OPMALMOHHON CHCTEMbI INEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BBIUKMCIUTEIBHON TEXHHUKH, MH()OPMAIMOHHO-BHIYHACIUTEIILHBIC
KOMIUIEKCHI U CETH, CPEJICTBA M CHCTEMBI Iiepeiau, mpruema u oopadotku [1/1H (cpenctea
U CHCTEMbI 3BYKO3AIlMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEICHUS, MEPETOBOPHBIE U
TEJIEBU3HOHHBIE YCTPOICTBA, CPEJICTBA M3TOTOBIIEHHS, TUPAKUPOBAHUS JOKYMEHTOB U
Jpyrue TEXHUUECKUE CPEICTBA 0OPAOOTKH PEUeBOM, TpadiaecKom, BUIe0- U OYKBEHHO-
mdpoBoil HHPOpMaIUK), TIPOrPaMMHBIE CpeCTBA (OMEPAIIIOHHBIE CUCTEMBI, CHCTEMBI
yIpaBieHus 0a3amMu JaHHBIX U T.I1.), CPEICTBA 3aIUTHI MH(OPMAIIHU, TPUMEHSIEMBbIC B
MH(POPMAITMOHHBIX CUCTEMAaX.

IlepexBaTt (MHoOpManMU) — HEIPaBOMEPHOE MOJydeHUE HHPOPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CPEJICTBA, OCYIIECTBISIOMIETO OOHApyX EHUE,
npueM 1 00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconajibHble JAaHHBIE — JI00as MHPOpPMAIUSA, OTHOCAIIASACS K TPSMO
WIM KOCBEHHO ONpEIENIEHHOMY WM ompeaensieMoMy (GU3HUECKOMY JIUILY

(cyOBEKTy MepCOHANIbHBIX JaHHBIX);



I[lo0ouHbIE  3JIeKTPOMATHUTHBIE  W3JIYYeHHMA M  HABOAKH  —
AJIEKTPOMArHUTHBIE HW3JIYYEHUSI TEXHUUYECKUX CPEACTB OO0pabOTKH 3alllUilaeMoiu
uHpopMaly, BO3HHUKAIOIIME KAaK MOOOYHOE  SIBJICHME W  BBI3BaHHBIC
ANEKTPUUYECKUMU CUTHATaMU, JECHCTBYIOIIUMU B UX BJICKTPUUECKUX U MArHUTHBIX
LEMsIX, @ TAaK)Ke AJIEKTPOMArHUTHBIE HABOJKHU 3TUX CUTHAJIOB HA TOKOMPOBOJAIINE
JIMHUW, KOHCTPYKIMHU U LIETH TUTaHUS.

IHonmuTKa  «YHCTOr0  C€TOJA» —  KOMIUIEKC  OpraHHU3allMOHHBIX
MEpPONPUSATUN, KOHTPOJUPYIOIIUX OTCYTCTBHE 3alUChIBAHUS Ha OyMaKHbIE
HOCUTEIM KIIOYel u aTpuOyTOB JocTyna (maposieil) W XpaHEHUs HUX BOJIHM3U
00BEKTOB JOCTYTIA.

IHonb3oBaTe/ib NMHPOPMANUOHHOI CHCTEMBbI MEPCOHATBHBIX JTAHHBIX —
JUI0, YydYacTByiomee B (DYHKIMOHUPOBAHWHM HWH(DOPMAIMOHHONW  CHUCTEMBI
MEPCOHATBHBIX JAHHBIX WM UCTIONb3YyIOUIEE PE3YIbTaThl €€ (YHKIIMOHUPOBAHUSI.

IIpaBuiia pa3rpaHuYeHus J0CTYNIa — COBOKYITHOCTh MPaBUJI, PerilaMeHTH-
PYIOIIMX MpaBa I0CTyIa CyObEKTOB JOCTyNa K 00bEKTaM JOCTYTa.

IIporpammHas 3aKkJjaaKa — KOJ IMPOrPAMMBI, ITIPEJHAMEPEHHO BHECEHHBIN B
MpOrpaMMy C LEJBI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATh, YHUUYTOXKHUTh
nHGOPMAINIO WJIM YHUYTOXHUTh U MOIU(DUIIMPOBATH MPOrPaMMHOE OO0eCIeueHue
WH(OPMAITMOHHON CUCTEMBbI TIEPCOHATBHBIX MAHHBIX M (WiK) OJOKMPOBATH arla-
paTHbIE CPE/ICTBA.

IIporpammHoe  (mMporpamMMHO-MaTeMaTH4YeCKoOe)  BO3JelicTBHE  —
HECAHKIIMOHWPOBAaHHOE  BO3JIEWCTBHE HA  PECypChl  aBTOMAaTU3UPOBAHHOMN
MH(OPMAITMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEOHOCHBIX
pOrpamm.

PackpbiTHe NepPCOHANBHBIX AAHHBIX — YMBIIUICHHOE WM CIydailHOe
HapylieHue KOH(UIECHIIMATFHOCTH MEPCOHATBHBIX TaHHBIX.

PacnpocTpaneHue mepcoHaNbHBLIX JAHHBIX — JEHCTBUSA, HAIPABICHHbBIC

Ha PACKPBITUE NTEPCOHAIBHBIX JaHHBIX HEOIPEICICHHOMY KPYT'y JIULI.



Pecypc nundopMannoHHoii cucteMbl — MIMEHOBAHHBIHN 3JIEMEHT CUCTEMHOTO,
MPUKJIIATHOTO Wi anmapaTHOTO o0OecrieueHust (GYHKIIMOHUPOBAHUS
MH()OPMAIIMOHHON CUCTEMBI.

CneunajbHble KATErOpUM MMEPCOHAJbHBIX JAHHBIX — I[E€PCOHAJIbHBIC
JTAaHHBIE, Kacalolllhuecsl pacoBOM, HAIIMOHATIBLHON MPUHAJICHKHOCTH, MOJIUTHYECKUX
B3IJIS/IOB, PEIUTHO3HBIX WM (UIOCOPCKUX YOEKIEHUM, COCTOSHUS 3I0POBBS U
MHTUMHOM JKM3HU CYOBEKTA MEPCOHATBHBIX JAHHBIX.

CpencTBa BbIYNCIUTEIbHONH TEXHUKHU — COBOKYITHOCTh IPOrPAMMHBIX U TEX-
HUYECKMX 3JIEMEHTOB CHUCTEM OOpaOOTKM JAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITEJILHO WM B COCTaBE JIPYTUX CUCTEM.

Cyo0bekT gocryna (cy0obeKT) — JIMIO WIHM MPOIECC, ACHCTBHS KOTOPOrO Per-
JTAMEHTHUPYIOTCS TpaBUIaMK pa3rpaHUUCHHUS JOCTYIIA.

TexHnueckuii KaHAJ YyTeYKH HHPOPMALUN — COBOKYITHOCTb HOCUTENS WH-
dopmarn  (cpernctBa 00paOOTKH), (PU3MUECKON cpembl pacnpocTpaneHus HHGOp-
MaTHBHOTO CHTHAJIA M CPEJICTB, KOTOPBHIMH JOOBIBACTCS 3aIuIIaeMasi THPopMaIusi.

TpancrpanuyHas mepejadya MePCOHAJBbHBIX JAaHHBIX — Tiepeaada
MEPCOHANBHBIX JAaHHBIX omepaTtopoM uepe3 ['ocynapCTBEHHYH TpaHULY
Poccuiickont ~ ®enepaumu  OpraHy — BJIacTM  MHOCTPAHHOTO  TOCYAAapcCTBa,
bu3rUecKOMY WIH IOPUINYECKOMY JIMIY HHOCTPAHHOTO TOCYAapCTBa.

Yrpo3sl 0€30MaCHOCTH NEPCOHAIbHBIX JAHHBIX — COBOKYITHOCTh YCIOBHUI 1
(bakTOpOB, CO3MAIONIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4aitHOTO,
JIOCTYTIA K NIEPCOHAIIbHBIM JIaHHBIM, PE3YJIETATOM KOTOPOTrO MOYKET CTaTh YHUUTOKEHHUE,
M3MEHeHue, OJIOKUpOBaHUEe, KOIMMPOBAHKE, PACTIPOCTPAHEHHE TIEPCOHATBHBIX IAHHBIX, a
TaK)Ke MHBIX HeCAHKIIMOHWPOBAHHBIX ACHUCTBUI MPHU UX 00paboTKe B MH(DOPMAITMOHHOM
CHCTEME MEPCOHAIBHBIX JAHHBIX.

YHUUYTOKEeHHE TNEePCOHAJBHBIX [AaHHBIX — JCHCTBHS, B pE3yJIbTAaTe
KOTOPBIX CTAaHOBUTCS HEBO3MOKHBIM BOCCTAHOBHUTH COJEPKaHUE IMEPCOHAIBHBIX
JAHHBIX B HH()OPMALIMOHHOW CHCTEME TMEpPCOHANBHBIX [aHHBIX W (WJIU) B
pe3yabpTaTe KOTOPBIX YHHUUYTOXKAIOTCS MaTepUalbHbIE HOCUTENIM MEPCOHAIBHBIX

JTaHHBIX.



10

YTeuka (BammmaemMoil) MHpopMaNMU MO TEeXHHYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE PACHPOCTPaHEHNE MH(POPMALMK OT HOCUTENS 3aIlUIIAeMOi HH(Op-
MaluKu 4epe3 (PU3MUecKyro cpely A0 TEXHHYECKOIO CPEICTBA, OCYLIECTBIISEOLLETO
nepexsat uHopMmaiuu.

YA3BUMOCTB — Cl1a00OCTh B CPEJICTBAX 3AIUTHI, KOTOPYIO MOKHO MCTIONB30BAThH
JUISl HAPYILIEHUSI CUCTEMBI WK COJIep Kallieiicsl B Hekl nH(opMaImu.

HesocTHOCTH MH(pOPMAIIUM — CIIOCOOHOCTh CPEACTBA BHIYUCIUTENLHON TEX-
HUKH WU aBTOMATU3UPOBAHHOM CHUCTEMBI 00ECTIeUMBaTh HEU3MEHHOCTh MH(POPMAIIU B

YCIIOBUSIX CITYYaifHOTO W/WITH TTPEHAMEPEHHOTO UCKAXKEHUS (pa3pyIICHUs ).



OBO3HAYEHHUA U COKPALLIEHUA

ABC — aHTHBUPYCHBIE CPEJICTBA

APM — aBTroMaTu3upoBaHHOE pabouee MEeCTo

BTCC — BcriomoratenbHble TEXHUYECKHUE CPEJICTBA U CHCTEMBI
NCTI/IH — nagopMaIimoHHas CucTeMa MepCOHATBHBIX TAHHBIX
K3 — konTponmmpyemas 30Ha

JIBC — 5tokanbHas BEIYACIUTEIbHAS CETh

MD — mexceTeBOM 3KpaH

HC/I — HecaHKLIMOHUPOBAHHBIN TOCTYTI

OC - onepanoHHasi cuctema

[T/TH — nepcoHaAIbHBIE JAHHBIE

[IMB — nporpaMMHO-MaTEMAaTHYECKOE BO3/ICHCTBUE

I1O — mporpamMmmHoe obecreueHue

[IOMUH — no60o4HbIe 3/IEKTPOMArHUTHBIE U3TYYEHUS] 1 HABOJIKU
CA3 — cucrema aHanu3a 3alIUIIEHHOCTH

C3U - cpeacTra 3amuThl HHGOpMAITAN

C3I1H — cucrema (rmoacucreMa) 3allUuThl IEPCOHAIBHBIX JAHHBIX
COB - cucrema oOHapyXeHUSI BTOP>KEHUN

TKY U — texandeckue KaHaIbl yTeIKH HHPOPMAITUN

VYBIIJIH — yrpo3s! 6€30MacHOCTH TIEPCOHATBHBIX JAHHBIX

11
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BBEJAEHHUE

Hacrosimas Ilonutnka wuHQOpManuMoHHONW 0€30MaCHOCTH (namee -
[lonutuka) B QeaepaibHOM TOCYJaPCTBEHHOM OIOIXKETHOM 00pa3oBaTeIbHOM
VUpeXACHUN BHICIIETO oOpazoBanuss «CTaBPOTOILCKHA TOCYAapCTBEHHBIN
arpapHbIil yauBepcute™ (naiee mo rekery — ®I'bOY BO Craspononbsckumii ['AY),
SABIISICTCS O(DUIHATIEHBIM JJOKYMEHTOM.

[Tonrutuka pa3paboTaHa B COOTBETCTBHMM C ILEISIMH, 3aJadyamMud |
MPUHIUIIAME O00eCcIiedeHUsT 0E30MaCHOCTH TTePCOHATBHBIX JTAHHBIX W3JI0KCHHBIX B
[lonoxkennn  uHpopmanumonHout  OezomacHoctu  UCI[n  ®I'BOY  BO
CraBpononbsckuii ['AY.

[Tonmutrka pa3paboTaHa B COOTBETCTBHHM ¢ TpeOoBaHUsMH DeneparbHOTO
3akoHa oT 27 wmrons 2006 1. Ne 152-®3 «O mnepcoHAIBHBIX JaHHBIX», Ha
OCHOBaHHH:

— Tlpukaz ®CTIK Poccum ot 18 denpans 2013 roga Ne 21 «O6
ytBepkneann CocTtaBa H COACpPKAHUS OPTraHU3AIMOHHBIX H
TEXHHYECKUX MEp MO 00ECIEYeHHI0 0€30MacHOCTH MEePCOHATBHBIX
JAHHBIX TPU HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMAaX
MEPCOHATBHBIX JTAHHBIX),

— «TunoBeix TpeOOBaHWI IO OpraHuW3alMl W  O0ECIECYCHHUIO
(GYHKIIMOHUPOBaHMST  MHUQPPOBATBHBIX  (KpUNTOTpadUUECKUX)
CPEICTB, TPEIHA3HAYCHHBIX [IJIs 3almuThl WHGOpMAIMU, HE
coAepKallel CBEICHUN, COCTABILIIOIINX TOCY/IAPCTBEHHYIO TalHY
B Clly4ae W3 HCIIOJIb30BaHUS MJisi oOecredeHus: 0e30MacHOCTH
NEPCOHATBHBIX JMaHHBIX NPHU UX 00paboTke B MHGOPMAIMOHHBIX

cUcTeMax NIePCOHATBHBIX TaHHBIXY, YTBEPKICHHBIX
pykxoBosctBoM & Llentpa ®CB Poccun 21.02.2008 1. No 149/6/6-
662.
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B Tlonutuke ompenenensl TpeOoBanus Kk mnepconany WCII/IH, creneHb
OTBETCTBEHHOCTHM  MEPCOHANIa, CTPYKTypa U  HEOOXOJUMBIA  YpOBEHb
3alMIIEHHOCTH, CTAaTyC MW  JIOJDKHOCTHbIE  OOSI3aHHOCTU  COTPYJHHUKOB,

OTBETCTBEHHBIX 3a oOecrnieyeHue 6€30nacHOCTU NepcoHaNbHBIX AaHHbIX B UCITIH

OI'bOY BO CraBponosnbcknii ['AY.
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1.001mme nmoJ1oKeHus

Henpto Hactosmei [lonutnkm, sBIsgeTcsa oOecrnedeHrne 0e30MacHOCTH
o0bekToB 3amutel ®I'BOY BO Craspononbsckuit 'AY oT Bcex BHIOB Yrpos,
BHEIITHUX M BHYTPEHHHMX, YMBIIUICHHBIX M HEMPEIHAMEPEHHBIX, MUHUMHU3AINSI
yiiepoa oT BO3MOXKHOM peanu3anuu yrpo3 6ezonacuoctu [1J1a (YBIIIH).

be3omacHOCTh MEpPCOHANBHBIX JAHHBIX JOCTUTACTCS IMYTEM HCKIIOYCHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJI€ CIy4ailHOTO, JOCTyMa K MEPCOHAIbHBIM
JTAHHBIM, PE3YJbTaTOM KOTOPOIO MOXET CTaTh YHUUYTOXXKEHHE, W3MEHEHHUE,
OJIOKMpOBaHUE, KOMMMPOBaHKE, PACTIPOCTPAHEHHE TIEPCOHAIBHBIX JAHHBIX, a TaKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBU.

Nudopmanus 1 cBsI3aHHBIC ¢ HEH PEeCypChl JOJDKHBI OBITH JTOCTYIHBI JIS
aBTOPM3OBAHHBIX TOJb30BaTeNie. JIOMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha YBII/IH.

JIOJDKHO ~ OCYIIECTBIATHCA — MNPEAOTBPAILlCHUE TMPEIHAMEPEHHBIX  WIIH
CIIy4alHBIX, YACTHYHBIX WJIM TOJIHBIX HECAHKIMOHUPOBAHHBIX MOJH(PUKAIINN WU
YHUUTOXKECHUS TAaHHBIX.

CoctaB O0OBECKTOB 3alUTHl MpenacTaBieH B «llepedyHe mepcoHaIbHBIX
JIAHHBIX, TTOJJICKAIINX 3alTATE.

Cocras UCIT/IH noanexamux 3amure, npenacrasieH B «llepeune UCITHH».
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2.001acTh 1€HCTBUA
TpeGoBanusi Hactosieid [lonMTHUKU  pacmpoCTpaHSIIOTCS HAa  BCEX

cotpyauukoB  ®I'bBOY BO CraBpononbsckuit ['AY  (mTaTHbIX, BpPEMEHHBIX,
paboTaroMX MO KOHTPAKTY M T.I.), @ TaKXKe BCEX MPOUUX JHI[ (TMOIPSTIUKH,

ayJIUTOPHI U T.11.).
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3.CucreMa 3alIUTHI NEPCOHAIBHBIX JAaHHBIX
Cuctema 3amuthl nepcoHanbHbiXx JaHHbix (C3I1[JH), cTpoutcs Ha

OCHOBAHUU:

— MHrorosoro otuera 00 obOciaemopannu UCIIH;

— Ortuera 0 pe3ynapTarax NOPOBEICHUS  BHYTPEHHEN MPOBEPKHU
3amuThl [11H Ha OyMa>KHBIX HOCUTEISIX.

— Ilepeunst nepcoHaNbHBIX TaHHBIX, MOAJICHKAIINX 3AIIUTE;

— Axra knaccudukauu UHPOPMAITMOHHON CUCTEMBI IEPCOHAIBHBIX
JAHHBIX;

— Mogaenu yrpo3 6€30nacHOCTH MEPCOHATBHBIX JIAHHBIX;

— Martpuiis JIOCTyIIa MOJIL30BaTeIeH K 3alUIIacMbIM
uHpopmanronnsim pecypcam UCIT/IH;

— PyxoBogsamux qokymentoB ®CTIK u ®Cbh Poccum.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIpPEIESETCS HEOOXOIUMBIA YPOBEHb
samuinenHoctu [1[n xaxaoit UCII[An ®I'BOY BO Craspononsckuit I'AY. Ha
OCHOBaHUM aHajlu3a aKTyalbHBIX yrpo3 Oe3omacHocTu IIJ[H omucanHOro B
Mogenu yrpo3, JefaeTcs 3aKiIlouYeHHE O HEOOXOAUMOCTH HCIOJIb30BaHUS
TEXHUYECKUX CPEJICTB M OPTaHM3AIMOHHBIX MEPONPHUATUN Il obecreueHus
6e3onacHoctu [1/lH. BriOpanHbie HEOOXOIUMBIE MEPOMPHUSATHS OTPAKAIOTCS B
«[Inane meponpuaTuii Mo odecrnedeHuno 3amuthl [1JH».

st UCITIH nonxkeH OBITh COCTaBIEH CIUCOK MCIOIb3YEMbIX TEXHUUECKUX
cpeacTB 3amuThl (ganee - CHHUCOK), a TaK € MNPOrpaMMHOIO oOecredyeHus
yudacTBymomero B oopaborke [1/]H, Ha Bcex anementax UCII/IH:

— APM nonp3o0BaTenei;

— CepBepa npunoXKeHuM;

— CYBU;

— I'panuna JIBC;

— KanaioB mnepemaun B ceTH OOIIEro IOJIb30BaHUS U (WJIH)

MEXIyHapOIHOT'O0 OOMEHa, eciii o HuM nepeaarorcs [1J1H.
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B 3aBucumoctu ot ypoBHs 3amuineHHoctd UCIIJIH u akTyalbHBIX yIpo3,

C3IIIH MOXeT BKIIFOYATh CICAYIOIINE TEXHUYECKUE CPEJICTBA:

AHTUBHUPYCHBIE CPEJICTBA ISl pabOUMX CTAHIIMI MOJb30BaTelIed U
CEPBEPOB;

CpPEACTBa MEKCETEBOTO IKPAHUPOBAHUS;

cpeAcTBa Kpunrtorpaduyeckoil 3amuTbl  uMHGOpMAUUH, TpU

nepejaye 3amuinaeMor nHGopMalry 1Mo KaHajiam CBSI3U.

Tak e B CIHCOK JOJ/OKHBI OBITh BKIIOYEHBl (PYHKIMU 3allIMTHI,

oOecrieunBaeMble IITAaTHBIMU cpeAcTBamu oOpaboTku I[I/IH omepanmoHHBIMU

CUCTCMaMu

(OC), mnpuknagapiM 110 wu cnenuanbHBIMH — KOMILJIEKCAMH,

peanu3yIomMuMU cpecTBa 3auThl. CIIUCOK (DYHKIMM 3aIIUTHI MOKET BKIIOYATh:

Crcok

MEPOIPHUITUI

YIPABICHUE U PAa3rPaHUYCHUE JOCTYNA MMOJb30BATEIIEH;
PETUCTPAIMIO U YUET ACHCTBUM ¢ MH(pOpMaLUei;

o0ecrieunBaTh 11EJIOCTHOCTh JAHHBIX;

MIPOU3BOJUTH OOHAPYKEHUN BTOPKEHUH.

HCIMOJIB3YEMBIX TEXHMYECKUX CpPEeACTB oTpaxaercs B «llmane

1Mo 00ECIICUCHHUIO 3alllUTbl IICPCOHAJIBHBIX JAaHHBIX. Crmcok

HCIIOJIB3YCMBIX CPCACTB JOJDKCH IIOOACPIKUBATHCA B AKTYAJIbHOM COCTOSHHM. HpI/I

W3MEHEHHUU COCTaBa TEXHUYECKUX CpeACTB 3amuTbl win 3nementoB MCII/IH,

COOTBCTCTBYIOIHUC M3MCHCHUSA HOOJIZKHBI ObITh BHeCeHBI B CIIUCOK U YTBCPIKIACHBI

pykoBoguteneM @I'bOY BO CraBpononbckuit 'AY unu nuiiom, OTBETCTBEHHBIM

3a obecrieueHue 3amuThl [1/1H.
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4. TpedooBanus k noacucremam C3I11An
C3I1/1H BKIrOUYAET B €05 CIeAYIOLUUE OICUCTEMBI:

— yHOpaBJICHUS JOCTYIIOM, PETUCTPALU U YUE€Ta;
— o0ecnieueHus EeTOCTHOCTH U JOCTYITHOCTH;
— AHTUBHUPYCHOW 3aIlIUTHI;
— MEXCETEBOr0 SKPaHUPOBAHUS;
— aHaJIN3a 3alUIIEHHOCTH;
— OOHapyXeHUsl BTOPKEHUI;
— KpUNTOrpapuUYECKON 3alIUTHI.

IMoacuctembr C3IIJIH uMerOT pa3auyHblii (YHKIMOHAI B 3aBUCUMOCTU OT
kmacca MCIIJIH, ompeneneHHoro B «AkTe Kiaaccuukamuy WHOOPMAIMOHHON
CUCTEMbl MEPCOHANIBHBIX JaHHBIX». CHUCOK COOTBETCTBUS (DYHKIUN MOJICHUCTEM
C3II[Jn knaccy 3allMIIEHHOCTH MPEACTaBIECH B TEXHUYECKOM 3aJaHuU 10
CO3JAaHUIO CHCTEMBbI 3allUThl HHPOpPMALMK HUHPOPMAIMOHHONH  CUCTEMBI
MIEPCOHAIBHBIX JAaHHBIX.

[loacucTeMBbl YIIpaBICHUS JOCTYIOM, PETUCTPALIMM U YUE€Ta

[Toncucrema ympaBiaeHus AOCTYIIOM, PETUCTPAllMd U ydeTa MpelHa3HaueHa
JUTSL peau3aliy CIeyomux GyHKIUI:

— wuAeHTU(UKAIUM U TPOBEpPKA MOMJIMHHOCTH CYOBEKTOB JIOCTYyMa
nipu Bxoae B UCII/IH;

— wuAeHTU(UKAIUM TEPMHHAIOB, Y3JIOB CETH, KaHAJOB CBS3H,
BHEIIIHUX YCTPOMCTB MO JOTUYECKUM HMEHaM;

— wuAeHTU(UKAIUKN TPOrpaMM, TOMOB, KaTajloros, (aijioB, 3amucew,
MOJICH 3amucel 10 UMEHaM,;

— peructpauuu BXxoja (BbIX0/a) CYOBEKTOB JOCTYIa B CUCTEMY (M3
CUCTEMbl), JHOO perucTpanus 3arpy3ku ¢ HHUIUATIU3AUU
OMEePAIIMOHHON CUCTEMBI U €€ OCTAaHOBA.

— PperucTpauuv  TOMBITOK  JOCTYNa  MPOrPAMMHBIX  CPEICTB

(mporpamm, MpoLEeccoB, 3a/1a4, 3aJlaHui) K 3allMIIaeMbIM (aiiiam;
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— PperucTpaluy TMOMBITOK JOCTyHa MPOrpaMMHBIX CpPEICTB K
TepMUHAJIaM, KaHaJlaM CBsI3U, IporpamMMaM, TOMaM, Karajoram,
(haitnam, 3amuCsaM, MOJISIM 3aUCEH.

[Toncucrema ynpaBieHusi JOCTYIIOM MOXKET ObITh pealin30BaHa C MOMOUIBIO
ITAaTHBIX cpencTB o0padbotku IIJIH (omepalMOHHBIX CHUCTEM, MNPUIOKEHUN U
CVYBJ). Tak ke MOXKeT ObITh BHEAPEHO CIEIMAIIBHOE TEXHUYECKOE CPEACTBO WUIIU
X KOMILJICKC OCYIIECTBISIONINE JOMOJHUTEIbHBIE MEPhl MO ayTeHTHU(HUKALIMU U
KOHTpoMto. Hampumep, npuMeHEHHE €AWHBIX XPAHWIMI YYETHBIX 3aluceu
MoJIb30BaTeIeH u PETUCTPAITMOHHOM nHpOpMaIINH, HCIIOJIb30BaHUE
OMOMETPUYECKMX U TEXHMYECKUX (C TOMOIIBIO AJICKTPOHHBIX IMPOITYCKOB) MEP

ayTeHTU(UKALIMY U APYTHX.

[loacucrema oOecIeYeHus OCIO0CTHOCTHU M AOCTYITHOCTHU

[Toncucrema obecnedeHUs LEIOCTHOCTA W JOCTYNMHOCTH MpeIHa3HAYeHa
Ui obecneyeHus LeNoCTHOCTH | jaoctynHocTd [I/lH, mporpaMMHBIX U
anmnaparabix cpeacts MCI[[n  ®I'BOY BO Craspononsckuii ['AY, a Tak xe
CPENICTB 3allUThI, IPU CIIYYalHON WU HAMEPEHHOU MOAU(DUKAIUH.

ITogcucrema peanusyeTcss ¢ MOMOIIBKD  OpPraHW3alMU  PE3EPBHOIO
KOMUPOBaHUsI 00pa0aThIBA€MbIX JTaHHBIX, & TaK k€ PE3€PBUPOBAHUEM KIIFOUEBBIX
snemenToB UCII/IH.

[loacucTemMa aHTUBUPYCHOM 3aIUTHI

[ToncucrtemMa aHTUBUPYCHOM 3alllUTHl MpeJHA3HAu€HA sl OOecCHeueHUs
aHTUBUPYCHOM 3amuThl cepBepoB U APM mnonws3zoBarenenn MCII[In ®I'BOY BO
CraBpononbckuii ['AY.

CpencrBa aHTUBUPYCHOM 3alllUThl MPEIHA3HAYEHBI IS peaju3aluu
CAEAYIOMNX (PYHKITHIA:

— PE3UACHTHBIA AHTUBUPYCHBIA MOHUTOPHHT;
— AHTHUBHUPYCHOE CKAHUPOBAHME;

— CKpHUIIT-0JIOKUPOBAHUE;
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— IEHTPaJIN30BaAHHYIO/yAaICHHYIO YCTaHOBKY/JIEUHCTAIIISLIUIO
AHTUBHPYCHOTO TMPOJYKTa, HACTPOMKY, aJIMUHUCTPUPOBAHUE,
MPOCMOTP OTYETOB M CTATUCTHYECKOM uHpoOpManuu mo pabdore
MPOJIYKTa;

— aBTOMaTHU3WPOBAHHOE OOHOBJICHHE aHTUBHUPYCHBIX 0a3;

— OrpaHUWYEHHUE TMpaB TOJIL30BATENI HAa OCTAHOBKY HCIIOJIHSEMbBIX
3a/lad MU M3MEHEHUsI HACTPOEK AaHTUBUPYCHOTO MPOrPAMMHOTO
oOecIIeueHMS;

— AaBTOMAaTHYECKHM 3alyCK Cpa3y IMOCJIE 3arpy3Kd OINEpalMOHHOU
CUCTEMBI.

[Toncuctema peanusyeTcsi MyTeM BHEAPEHUS CIEUAILHOTO aHTUBUPYCHOTO

nporpaMMHoro ooecneuenust Ha Bce aneMenTsl UCIIIH.

[loacucTemMa MEXKCETEBOr0 SKPAaHUPOBAHUS

[Toncucrema mMexKCETEBOro IKpaHUPOBAHUS MPEAHA3HAYEHA I Peau3aliuu
CHENYIOMMNX PYHKIUN:

— (¢uiabTpalui OTKPHITOro M 3amudpoBaHHOTO (3akpbiToro) IP-
Tpaduka;

— (¢uKcaluu BO BHYTPEHHUX XKypHajiax HH(OpMAIIMU O TPOXOSIIIIEM
OTKPBITOM U 3aKpbiTOM [P-Tpaduxke;

— wuaeHTU(UKaINU u ayTeHTU(DUKALINIO aJMUHHCTpATOpa
MEKCETEBOT0 AKpaHa MpHU €ro JIOKAIbHBIX 3alpocax Ha JI0CTYII;

— peructpauu BXxojAa (BbIXOJIa) aJMHUHUCTPATOpPa MEKCETEBOTO
AKpaHa B CUCTEMY (U3 CUCTEMBbI) TUOO 3arpy3Ku U MHUIMATU3AIUU
CUCTEMBI U €€ MPOrPaMMHOTO OCTAaHOBA;

— KOHTPOJIA LIEJIOCTHOCTU CBOEH MpOrpaMMHONW U UHPOPMAIMOHHOMN
4acTHu;

— (QuIbTpanui TAKETOB CIYKEOHBIX TPOTOKOJIOB, CIIYKAIUX JIJIs

JTMArHOCTUKU U YIIPaBIICHHS paOOTOMN CETEBBIX YCTPOUCTB;
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— ¢unpTpallud € Y4YE€TOM BXOJHOTO U BBIXOJAHOTO CETEBOTO
uHtepdeiica Kak CpelcTBO MPOBEPKU TMOJIMHHOCTH CETEBBIX
aJpeCoB;

— PperucTpalud M yueTa 3ampaildBacMbIX CEPBHUCOB MPUKIATHOTO
YpPOBHS;

— OJIOKMpOBAaHUS J1O0CTyNa HEUACHTU(UIMPOBAHHOTO OOBEKTA WU
CyObeKTa, MOJJIUHHOCTh KOTOPOro TMpU ayTeHTUPUKAUUU HE
MOATBEPANIACH, METOIaMH, YCTOMUUBBIMU K MIEpEXBaTy;

— KOHTpOJIA 32 CETEBOWM aKTUBHOCTBIO MPUIIOKEHUN U OOHAPYKEHUS
CETEBbIX aTaK.

[loncucrtema  peanusyercss  BHEAPEHUEM  MPOTrPaMMHO-aIMapaTHBIX
KOMIUIEKCOB MEKCETEBOro 3KpaHupoBaHus Ha rpanuile JIBC, kinaccom He Huxe 4.

[loacucTrema aHanr3a 3alIMILICHHOCTHU

[loncucrema aHanu3a 3alIUILIEHHOCTH, JTOJDKHA OOECIEUMBATH BBISIBICHUS
ySI3BUMOCTEH, CBA3aHHBIX ¢ ommOkamMu B KoHpurypauuu 110 MCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BAHbI HAPYIIUTENIEM ISl PEATIM3ALMH aTaKU Ha CUCTEMY.

OYHKIMOHAJT TMOACUCTEMBI MOXET OBITh peaIn30BaH MPOTPAMMHBIMH U
IIPOTrPaMMHO-AIIAPATHBIMU CPEICTBAMH.

IToncucrema 0OHAPVKEHNUS BTOPKECHUHN

[Toncucrtema oOHapyKeHHsSI BTOPKEHUM, NOHKHA OOECIIeYUBATh BBHISIBIICHHE
cereBbix arak Ha o2nemeHThl HWCIIJIH momkmroueHHBIE K CETSIM  OOIIEero
MOJIb30BAHUS U (WJIM) MEKTYHAPOJTHOTO OOMEHa.

OYHKIUOHANI MOJICUCTEMBl MOXET OBITh pEaJN30BaH MNPOrPAMMHBIMU M

MPOrPAMMHO-aNMNapaTHbIMU CPEACTBAMMU.
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[loacucrema KDHHTOFDad)H‘ICCKOﬁ 3aIIHUThI

[Toncucrema kpuntorpaduuecKon 3alIUThl IpeIHa3HAYEHA ISl UCKITFOUEHUS
HCJl x 3ammumaemoit madopmaruun B UCIIJnx ®T'BOY BO CraBpomonabckuii
I'AY, npu ee nepenauu Mo KaHajlaMm CBSI3U ceTel OOIIETO MOIb30BAHUS U (HJIN)
MEKIyHapOJHOTO OOMEHa.

[Toncucrema peanusyercsi BHEAPEHUS KPUNTOTPAPUUECKUX MPOTPAMMHO-

aIrraparHblX KOMIIJICKCOB.
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S.IHoab3oBaTesu UCII/In
B T[lonoxenun wuHbopManmoHHON O€30MACHOCTU OINpPE/EeNIEHbl OCHOBHBIC

KaTeropuu Imnojab3oBaTesneil. Ha ocHOBaHWMM 3TUX KaTEropu JOJKHA OBITh
npousBeaeHa Tunu3anus mnone3oBarenedn WCII[IH, onpeneneH WX ypOBEHb
JOCTYyIa U BO3MOYKHOCTH.

B UCII/ln ®I'bOY BO CraBpononbsckuii ['AY MOXHO BBIACIUTH
CJIEAYIOIINE TPYIIbl IMOJIb30BaTEICH, YYaCTBYIOIIUX B 0OpaOOTKE W XpaHEHUU
I1/1H:

— Anmvmunuctparopa UCIIdH;
— AjamuHHCTpaTopa 0€30MacHOCTH;
— Omneparopa APM;

JlaHHble O Trpynmax  OOJb30BaTENAX, YPOBHE HMX  JIOCTyla W
WH()OPMHUPOBAHHOCTH JOJIKEH OBITH OTPaXKeH B MaTpuIle IOCTyma Mmojab30BaTenen
K 3alHUIIaeMbIM HH()OPMAITMOHHBIM PECYPCOB.

Anmunauctpatop UCITH

Anmunuctparop UCII/IH, cotpynauk @I'BOY BO CraBpononsckuii 'AY,
OTBETCTBECHHBIM 32 HACTPOMKYy, BHeapeHne u conpoBoxacHue HWCII/H.
O6ecrneunBaeT (YHKIIMOHUPOBAHUE MOJCUCTEMBI yripaBieHus goctynom UCIIAx
U YIHOJHOMOYEH OCYIIECTBIATh NPEAOCTABICHUE W Pa3TPAaHUYEHUE JOCTYyIIA
KoHeuHoro mnonas3oBatenss (Omepatopa APM) K »sinemMeHTaM  XpaHSIIUM
MEPCOHAIBHBIE JAHHBIE.

Anvunuctpatop HCII[IH obnagaer chaeayromMM YpOBHEM JOCTyHa U
3HAHUM:

— oOnajgaer moiHOW HHpOpManueld O CUCTEMHOM U MPUKIATHOM
nporpamMmMHoMm obecrieuenuu UCIIJIH;
— oOnajgaer mojdHOM HHQOpMAIMENd O TEXHUYECKUX CPEACTBAX M

koHpurypanuu UCII/H;
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— UWMeEeT JOCTYIl KO BCEeM TEXHUYECKUM CpeJIcTBaM 00paboTKu
nadpopmanuu u ganasiM UCI/H;
— obmajmaer mpaBaMH KOH(MHTYPHUPOBAHUS W aJIMHHHCTPATHBHOMN

HacTpouku Texunueckux cpeacts UCII/H.

AnMuHHUCTPATOD OE30ITACHOCTH

AnmvunuctpaTtop 6e3omnacHoctd, coTpyanuk DOI'BOY BO CraBpomnonbckuit
I'AY, otBercTBeHHBIN 32 dyHkuronupoBanue C3I1/IH, BkItouas oOCinyKuBaHuE U
HACTPOWKY aIMHUHUCTPATUBHOW, CEPBEPHON M KIIMEHTCKOW KOMIIOHEHT.

AnMuHHUCTpaTOp 0€30MacHOCTH 00JaJaeT CIASAYIONIMM YPOBHEM JOCTYMa U

3HAHUWU;

— obnanaer npaBamu Aamunuctparopa UCI/IH;

— obnagaer noxHoit uHpopmanueit 06 UCIIH;

— uMeeT JOCTyll K CpeacTBaM  3amuThl  uHbOpMAUUMU U
MPOTOKOJIUPOBAHHUS U K YaCTH KJIt04eBbIX 35ieMeHTOB UCII/IH;

— HE UMeeT IMpaB J0CTyna K KOH(PUIYPUPOBAHUIO TEXHUYECKHUX
CPE/ACTB CETHU 3a UCKIIFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX ).

AIMUHHUCTPATOP OE30MACHOCTH YIOTHOMOYEH:

— peaJn30BbIBaTh MOJIUTUKH OE€30MaCHOCTH B YAaCTH HACTPOUKHU
CK3H, mexceTeBbIX 3KpaHOB M CUCTEM OOHApY>KEHHUsS aTak, B
COOTBETCTBHM C KOTOpbIMH TMojdb30BaTedb (Onepatop APM)
MOJIy4aeT BO3MOXKHOCTh paboTtath ¢ anementamu UCII/H;

— OCYUIECTBIIATH ayAUT CPEJICTB 3aLUTHI;

Onepatop APM

Oneparop APM, corpyagauk @OI'bOY BO CraBpononsckuii ['AY,
ocymiectBisitonuii 06padotky I1Jln. OOpabotka I[1/[H BKiIIOYaET: BO3MOKHOCTH

npocmotpa 11, pyunoit BBoa I1/In B cucremy UCII/IH, dhopmupoBaHue cupaBok
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u otduetoB mno wuHpopmauuu, noaydeHHod u3z MCIIJ[. Onepatop He wumeer
MOJIHOMOYUM JIJIs1 yIIpaBJieHus nojacucreMamu oopadbotku nanubix u C3I1/1H.
Omnepartop UCII/In o6nagaeT caeayromuM ypoOBHEM JOCTYIA U 3HAHUM:

— oOnajgaer BceMHU HEOOXOAMMBIMM  aTpuOyTamu (Hampumep,
napoyieM),  0oOeCHEYMBAIOIIMMU  JOCTYl K  HEKOTOPOMY
noaMHoxecTBy [1/1H;

— pacnoJyiaraeT KOH(QUIECHUIHUAIbHBIMU JTAHHBIMHU, K KOTOPHIM HMEET

JOCTYII.
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6. TpeboBanus K mepcoHay no odecrnedyeHuro 3amurol I1/{n
Bce corpymauku ®I'BOY BO Craspononsckuii ['AY, saBnsrommecs

nonp3oBareamu  ICIIJ[H, H#OMKHBI 4YETKO 3HATh M CTPOTO  BBINOJIHSATH
YCTaHOBJICHHBIE MPaBWiia U 00S3aHHOCTH IO JOCTYNY K 3alllUIaeMbIM 00bEKTaM U
COOJIIOICHUIO MPUHSATOTO pexxkuma Oe3zonacHoctu [1J[H.

[Ipu BCTymIeHHMH B JOJKHOCTh HOBOTO COTPYJHHKA HEMOCPEICTBEHHBIM
HayaJbHUK MOJpa3/ielIeHHs, B KOTOPOE OH IMOCTYyMaeT, 00s3aH OPraHu30BaTh €ro
O3HAKOMJICHHE C JIOJDKHOCTHOW MHCTPYKIIMEH M HEOOXOJMMBIMHU JIOKYMEHTaMH,
periiamMeHTupyromuMu TpedoBanus no 3amute [1/1H, a Takxke 00yueHrne HaBbIKAM
BBITIOJIHEHUS TIPOLIEAYDP, HEOOXOAUMBIX ISl CAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHUS
NCIIn.

CoTpyIHMK JOKEH OBITh O3HAKOMIIEH CO CBEACHUSMH HACTOAIIEH
[TonuTtuku, npuHATHIX poueayp padotsl ¢ 3nementamu UCITIn u C3I1/H.

Corpynauku  ®I'BOY BO CraBponosibekuid ['AY, wucnonb3yronme
TEXHUYECKUE CpEJCTBA ayTeHTU(UKALHUH, AOJKHBI 00ECreYynuBaThb COXPAHHOCTD
UAeHTU(PUKATOPOB (NEKTPOHHBIX KiTtoUeil) u He pomyckath HC/I k HuM, a Tak xe
BO3MOKHOCTh UX YTEPH WJIM HCMOJIb30BaHMS TpeThbUMH junaMu. Ilonb3oBatenu
HECYT MEPCOHANBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UJEHTU(HUKATOPOB.

Corpynnuku PI'BOY BO CraBpononsckuii ['AY mOMKHBI ClI€10BaTh
YCTaHOBIIGHHBIM TIPOIIEypaM MojajepxkaHus pexxkuma OeszonmacHoctu [I/{n mpu
BHIOOpPE © WCIOJB30BAHUM TApoJied (eCiM HE WCMONB3YIOTCS TEXHUYECKHE
CpeACTBa ayTCHTU(DHUKAIIHH ).

Corpynuukun ®I'BOY BO CraBpononbckuii ['AY nomknbl obecrieunBaTh
HaJUISKAIIYIO 3alTUTy 000pYyI0BaHMsI, OCTABISIEMOT0 0€3 MpUCMOTpa, OCOOCHHO B
TEX CiIy4asX, KOTJa B IOMEIICHHE HMEIOT JOCTYNl TOCTOpPOHHME Jnia. Bce
NOJIb30BATENN JODKHBI 3HAaTh TpeOoBanus 1o Oe3omacHocty [1JIH u mpoueaypsl
3alUThl  000pYIOBaHMS, OCTABICHHOrO 0O€3 TMPUCMOTpa, a TakXkKe CBOU

00s13aHHOCTH 10 00ECIIEUEHUTO TAKON 3aIMATHL.
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CoTpynHHKaM 3ampeliaeTcss yCTaHaBIMBaTh MOCTOPOHHEE MPOrpaMMHOE
oOecrnieueHue, MOJKIIOYATh JIMYHBIE MOOWIbHBIE YCTPOMCTBA W HOCUTEIU
nH(popMaIK, a TaK e 3aUChIBaTh HA HUX 3al[UIIAEMYI0 HHPOPMAIHUIO.

CoTpynHuKaM 3ampeniaeTcs pasriamarh 3alluiiaeMylo HHPOpMAaIUIo,
KOTOpasi cTajla UM H3BECTHA MNpu padbore ¢ MHOOPMALMOHHBIMU CHUCTEMaMu
OI'bOY BO CraBponosnbckuii ['AY, TpeTbum nunam.

ITpu padore ¢ [IJn B UCII[Jn corpynauku DI'BOY BO CraBpomnonbckuit
['AY o0s13aHbl 00€cIeYnuTh OTCYTCTBHE BO3MOXHOCTH IpocMmoTpa [1J[H Tperbumu
JUIamMu ¢ MOHUTOpPOoB APM wnin tepMuHanos.

[Tpu 3aBepuiennu padotel ¢ UCIIH coTtpyanuku o0s3aHbl 3amuTuTh APM
WJIM TEPMUHAJIBI C TIOMOIIbIO OJIOKUPOBKH KIIFOUOM WJIM SKBUBAJIEHTHOI'O CPEACTBA
KOHTPOJIsl, HalpuMep, IOCTYNOM [0 Mapojio, €CIM HE HCHOJb3YHTCA Ooliee
CUJIbHBIE CPEJICTBA 3AILIUTHI.

Corpynnuku @DPI'bOY BO CraBponosbekuit ['AY  10omkHBI  OBITH
nporuHGOpMUPOBaHbl 00 yrpo3ax HapylieHus pexuma Oe3zonacHoctu [I[H u
OTBETCTBEHHOCTH 3a €ro HapymeHue. OHU JIOKHBI OBITh O3HAKOMIIEHBI C
YTBEPXKIECHHON  (opManbHON  MpOUEAYypOd  HAJIOXKEHHS  JIUCHUIUIMHAPHBIX
B3bICKAHWII Ha COTPYJHUKOB, KOTOPbIE€ HApPYIIWJIA MPUHATHIE TMOJUTUKY U
npoueaypsl 6e3onacHoctu [1/1H.

CoTtpynHuKH 00s13aHBI 0€3 MPOMEIJICHHs COO0IIaTh 000 BCEX HAOIIOaeMBIX
WM TOA03pUTENbHBIX cirydasx pabotsl MCIIIH, morymmx moBiedb 3a coOOM
yrpo3bl Oe3omacHocti [I/[H, a Takke O BBIIBICHHBIX WMH COOBITHSX,
3arparuBaromux Oe3zonacHocTh [I/[H, pyKOBOACTBY monpa3leieHuss H JIUILY,

OTBEUAIOIIIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3sl 0e3omacuoctu [1/1H.

Jlo/zKHOCTHBIE 00s13aHHOCTH NoJib3oBaTeseit UCIIIn
JloiokHOCTHBIE  oOsi3aHHOCTH — monb3oBateneit  MCIIJIlH  ommcansl B

CIEAYIOIMNX TOKYMEHTaX:
— MWuctpykuus agmunuctparopa UCIT/IH;

— HWuctpykuus anmunuctpaTopa 6ezonacuocta MCIIH;
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— MHucTpykums nons3oBarens UCI/IH;
— HWHCTpyKIMsA TMOJIB30BATENsl IIPU BO3HUKHOBEHUM BHELITATHBIX

CUTYAaLHil;

OtBercTBeHHOCTH COTPYAHUKOB UCII[IH ®I'BOY BO CraBponojbckuii
Ay

B cooTtBetrcTBHM cO cT. 24 DenepanbHoro 3akona Poccuiickoit denepanuu
oT 27 uronsa 2006 r. No 152-®3 «O nepcoHaIBHBIX JTaHHBIX)» JIWIA, BAHOBHBIC B
HapylleHuu TpeboBaHuil naHHoro denepaibHOTO 3aKOHA, HECYT TPaKJaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHMUIUIMHAPHYIO U UHYIO MPETyCMOTPEHHYIO
3aKOHOAATEILCTBOM Poccuiickort denepaniui OTBETCTBEHHOCTb.

JlelicTByromiee 3aK0HOIATeNbCTBO PD MO3BOJIAET NPEIbABIST, TPEOOBAHUS
no o0ecrnedyeHu0 Oe30macHo paboThl ¢ 3amuiaeMol wuHbopMmanuen u
npeaycMaTpuBaeT OTBETCTBEHHOCTh 3a HapyUIEHHWE YCTAHOBJIEHHBIX MPaBUII
skcmutyatauu 9BM u cuctem, HENMpaBOMEPHBIN TOCTYN K MH(OpMalLMK, €Clu 3TU
JCHUCTBUS TIPUBEIN K YHUUTOKEHUIO, OJIOKMPOBAHUIO, MOU(DHUKAIIMU HH(DOPMAITTH
WM HapyuieHuto padotsl DBM unu cereit (ctatbu 272,273 u 274 YK PO).

Anmvunuctparop HUCIIIH u aamuHucTpatop O€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 32 BCE JEUCTBHS, COBEPILICHHBIE OT UMEHU UX YUYETHBIX 3alHCei
WIM  CHCTEMHBIX  y4Y€THBIX  3aluceil, ecam  He  JokazaH  (akr
HECAHKIIMOHUPOBAHHOT'O UCIOJIb30BaHUS YUETHBIX 3aMKCEH.

[Ipu napymenusix corpyanukamu ®@I'BOY BO CraBpononbckuid 'AY —
nonp3oBareneid MCII/In npaBwii, cBs3aHHBIX ¢ Oe3omacHocThiO I1JIH, OHM HecyT
OTBETCTBEHHOCTb, YCTaHOBJICHHYIO JNENUCTBYIOIINUM 3aKOHO/IATEILCTBOM
Poccuiickoit @enepannm.

[IpuBeneHHbIe BbIIE TPEOOBAaHUS HOPMATHUBHBIX JTOKYMEHTOB IO 3aIUTE
uHpOpMaIMN JOJKHBI ObITh OTpakeHbl B [loNOXEHUSX O MOApa3IeNeHUsIX

OI'bOY BO CraBpononbckuit 'AY, ocymectBustonux o6padorky I/l B
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NCIIIlH W JOOJKHOCTHBIX  MHCTpYKUusAX  corpyanukoB ®I'BOY  BO
CraBpononbsckuii ['AY.

Heo6xonumo BHect B Ilonoxenuss o mnoapazaenenusx PI'BOY BO
Craspononsckuit 'AY, ocymectpisitonux oopadotky [1/ln 8 UCII[In cBenenus
00 OTBETCTBEHHOCTH HMX PYKOBOAMUTENIECH M COTPYAHUKOB 3a pasrialleHHe |
HECAHKIIMOHUPOBAHHYIO Mojaudukanuio (uckaxenue, danbcudpukanuio) [1/Ix, a
TaKXe 3a HENPaBOMEPHOE BMENIATENBCTBO B MPOLECCHl MX aBTOMATHU3UPOBAHHOU

00pabOTKHU.
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7.CnIMCOK UCN0Jb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMAaTHBHO-IIPAaBOBBIMH u METOANICCKUMHU

JOKYMEHTAMU, HA KOTOPbIX 0a3zupyercs HacTtosas [loauTuka, iBasiloTCo:
Oenepanbabii 3akoH oT 27.07.2006 1. No 152-®3 «O mnepcoHanbHBIX

naHubix» (manee — D3 «O mnepcOHANBHBIX JaHHBIX)»), YCTaHABIMBAIOIIUN

OCHOBHBIE TMPUHLMIBI W YycloBus 00padotku [IJ[H, mpaBa, oOsi3aHHOCTH U

OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHUM, CBSI3aHHBIX ¢ 00paboTkoii I1/]H.

«TpeboBanust K 3alIUTE MEPCOHATBHBIX JIAHHBIX MPU HUX 00paboTKe B
MHQOPMAIIMOHHBIX ~ CHUCTEMAax  MEPCOHANbHBIX  JAHHBIX»,  YTBEP)KICHHOE

[TocranoBnenuem IIpaBurensctBa PO ot 01.11.2012 1. Ne 1119.

«ITonoxxenne 00 O0COOCHHOCTAX OOpPabOTKH TEPCOHANBHBIX JIAHHBIX,
OCYIIECTBIISIEMO 0€3 HCIONB30BaHUS CPEJICTB aBTOMATH3AIlUNY», YTBEPKICHHOE

[TocranoBnenuem [IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K  MaTepHalIbHbIM HOCHUTEISIM OMOMETPUYECKUX
NEPCOHATBHBIX JAHHBIX M TEXHOJOTHUSAM XPaHCHHUS TaKUX JaHHBIX BHE
WHQOPMAIIMOHHBIX ~ CHCTEM  TMEPCOHANBHBIX  JIaHHBIX»,  yTBEP)KICHHBIC

[ToctanoBnennem IIpaButensctBa PO ot 06.07.2008 r. Ne 512.

HopmaTuBHO-MeTOIMUECKHE  JTOKYMEHTHI ~ DenepaabHOM  CIyKOBI IO
TEXHUYECKOMY M OHKCHEpPTHOMY KOHTpoJsito Poccuiickoit ®enepanuu (manee -
OCTOK Poccun) mo obecneuenuro 6e3zonacHoctu IIJ[H mpu mx ob6paboTke B

WCTITx:

bazoBasi Momens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU HUX

00paboTke B MHGOPMAIMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX, YTB. 3aM.

pexkropa ®CTIK Poccuu 15.02.08 r.
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Metonuka omnpeneseHusl aKTyalbHBIX yrpo3 0e30MacHOCTH MEePCOHATBHBIX
NaHHBIX TpU HX 00paboTke B HHGOPMALMOHHBIX CHCTEMaX I1€PCOHAIBHbIX

naHHBIX, yTB. 3aM. pektopa ®CTIK Poccun 15.02.08 r.

[Ipukaz D®CTOK Poccum Ne 21 or 18 despans 2013 roma «OO6
yTBepkaeHun CocTaBa M COAEpIKaHUs OpraHU3allMOHHBIX U TEXHHYECKUX Mep 10
obecrieyeHuI0 OE€30MaCHOCTH IE€PCOHANBHBIX HAHHBIX IPU HX 00paboTKe B

HH(l)OpMaLlHOHHBIX CUCTEMAaX NEPCOHAIIBHBIX JaHHBIX).

[Ipuka3z @enepanbHOl City)0b1 6e3omacHocTH Poccuiickoit ®enepauuu OT
10 wmrona 2014 r. N 378 «O6 yrBepxkaenun CoctaBa U COAEpIHKAHUS
OpraHU3allMOHHBIX U TEXHUYECKHMX Mep Mo obecnedeHuro 0e30macHOCTH
NIEPCOHANIBHBIX JAaHHBIX INPH HMX 00paboTke B HHGMOPMAILMOHHBIX CHUCTEMAX
IIEPCOHANIBHBIX JaHHBIX C MCIIOJIB30BAaHUEM CPEICTB KpUIITOrpapuuecKoi 3aiuThl
UHpOpMaIK, HEOOXOAUMBIX Ui BBIIIOJHEHUs YCTaHOBIEHHBIX IIpaBUTEIHCTBOM
Poccuiickoit ®@enepauuu TpeOOBaHUNW K 3alllUTe IEPCOHAIBHBIX MaHHBIX IS

Ka)X10T0 U3 YPOBHEHN 3aLUILIEHHOCTHY.

WHxeHep oTaea HHGOPMAIMOHHBIX TEXHOJIOTHIA,
OTBETCTBEHHBLIN 3a obecreueHue 6e30MacHOCTH &
[ePCOHAJIBHBIX JaHHBIX = K.C. I'onosko



	Содержание
	Обозначения и сокращения
	Введение
	2.Область действия
	3.Система защиты персональных данных
	4.Требования к подсистемам СЗПДн
	Подсистемы управления доступом, регистрации и учета
	Подсистема обеспечения целостности и доступности
	Подсистема антивирусной защиты
	Подсистема межсетевого экранирования
	Подсистема анализа защищенности

	5.Пользователи ИСПДн
	6.Требования к персоналу по обеспечению защиты ПДн
	Должностные обязанности пользователей ИСПДн
	Ответственность сотрудников ИСПДн ФГБОУ ВО Ставропольский ГАУ
	7.Список использованных источников

